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OPCHub Overview

OPCHub is a Windows based communications
application for use in conjunction with SCADA
applications that support OPC-DA communications.
The purpose of OPCHubis tofacilitate communications
between multiple OPC servers by maintaining a
centralized list of tags that are obtained from an
unlimited number of local or remote OPC Server
applications. This centralized list (within OPCHub)
can in turn be read by local or remote OPC Client
applications. OPCHub acts as an OPC Server and an
OPC Client simultaneously. This flexibility enables
a multitude of configurations to meet virtually any
need.

In addition to OPC communication (which relies upon
Windows COM and DCOM), OPCHub also supports
a simplified network communication protocol named
TTP (Tag Transfer Protocol); TTP was developed by
ScadaTEC to provide a means for bypassing Windows
DCOM configuration issues. TTP can be used to link
OPCHub to other ScadaTEC applications (such as other
installations of OPCHub, ScadaPhone, Scadalogger,
ModbusTagServer, etc...).

Here is a basic configuration showing OPCHub
collecting data from 2 remote OPC Servers and one
local OPC Server and then making the data collected
from all 3 servers available to an OPC client application
(such as ScadaPhone):
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Another basic configuration could handle situations
where a ScadaPhone OPC or TTP client may need to

reside on a separate computer:
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If there are multiple OPC Servers on multiple SCADA
nodes, it becomes more efficient (in terms of network
traffic load) to install OPCHub on each remote node
and use TTP to propagate the data back to the client:
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In this example, 3 OPCHub instances gather data from 7
OPC servers and the TTP client (e.g. ScadaPhone) connects
to the three hubs to obtain data from the 7 OPC servers.
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OPCHub Error Reporting

In addition to providing flexible interconnection between
OPC/TTP clients and servers. OPCHub has built-in
features to report loss of communications via onscreen
color changes and automatically configured tags. For
each server that OPCHub is connected to, there is an
automatically defined tag that can be used as an alarm
bit to report loss of communication. The automatically
defined tags are in the following format:

\\ServerName\UpdateFrequencyAlarm

The time threshold for the onscreen color changes and
the Update Frequency Alarms is configurable under
OPCHub'’s Options menu. If the time threshold is set to
five minutes, and OPCHub has been unable to read any
valid data from a particular OPC Server for five minutes
or more, that server's Update Frequency Alarm bit will
change to TRUE. This value can be monitored by alarm
reporting software such as ScadaPhone so that system
operators can be notified of communications failures as
soon as they are detected.

OPCHub Configuration

OPCHub's design strives to present an intuitive, easy to
understand user interface. The main window consists of a
standard Windows tab control where each tab represents
a server to which OPCHub is connected:

OPCHub

File Mode Configure OPC Servers TTP Logs Options Session  Help
C:A\ScadaTECAOPCHubMProjectsProject]
EHBELLAT0ERec B T \\DELLATO0Seick Sc#/BOPCDAMAIN localhos! |

Item Name

| Current Yalue ‘ Elzpsed Time | Last Status
LastUpdateTime5tamp 2008/01/2912:0734  00:0C:00 Good [Local overide, Limit OK)
Line14Cap\Complete ] (00:00:00 Good [Limit QK]
Line14Cap\Aun 0 (00:00:00 Giood [Limit OK)
Line1Fill\Fun 0 00:00:00 Giood (Limit OK)
Line14Label\Run 1] (00:00:00 Good [Limit OK)
Il pdateFrequencydlam ] (0:00:00 Good [Local averide, Limit OK)

Add ltems [Browse Server] Add ltems [Manually) Add Items [Automatically]

C:\ScadaTEC\OPCHub\Projects\Project1

To create a new project, simply click File | Load Project
and enter a new folder name where prompted:
After the project folder has been selected or created,

OPCHub
§-N Mode Configure OPC Servers TTP Logs Options  Session  Help
Lb\Projects\Project1
Save Project 3 SADELL4700AS enck. ScvBOPCDA MAIN locahost
Pragramn Info -
Exit
LineT'Cap!
Linel'Cap'y ;
Lie1 i), Chectoy Hame
Line 4L abel |E\ScadaTEE\DPEHub\Pmiecls CentralScadd
|pdateFreq

&| briide, Limit 0F)

Select Directory

Fride, Limit OK]

Directories: Files: [

(2 OPCHub

Add| £ BenchTesting 4

£ Project]
01/29j2006 Diives:

Bl =l

the next configuration step is to configure the server
connections. To do this, click the Configure OPC Servers
menu item from the top menu bar on the main window.
OPCHub's Server Configuration feature has convenient

FEX

Server Configuration

Add Server (Manually)

Computer Mame | ProglD Description

Select Browse Type

| Yendor

| Erowse For OPC Servers On Local Computer |

Browse For OPC Servers On Network Computer |

Select Server

Prog D User

D& Support Yendor »
DI Sirnulation vr.1 NDI Simulation Server  DAT, DAZ

ScadaTEC

01/29/2005 13:09:27 | Development Mode

The list box below the tabs shows all of the tags OPCHub
is configured to read from the selected server.
Configuration details are stored as project folders. This
allows system integrators or large system managers
to organize different setups for different systems
into separate folders on the hard drive and easily
switch between projects. Initially, OPCHub will start in
Development mode with a default project folder:

CTAPILink. OpcServer. 1 CTAPILink OPC Server  Da1, DAZ
Intellution, DOPCIE =1 ;

OPCHE TOpcServer1  Mp Ope Server Dal, DAZ

Project!. TDemoz. 1 My Opc Server Dal,. DAz Unknown Yendor
ScadaPhone.OpcSery.. ScadaPhone OPCS.. DAl DAZ ScadalTEC
(OPCHub.OpcServer1  ScadaTECOPCHub  Dal,Da2 ScadalTEC
Intellution.iFizOPCClient il OPC Client Data ... D&1,D42 Intellutian, Inc. v

Canicel

browsing capabilities to assist in the selection of
available OPC servers. After the desired servers have
been specified, the next step is to browse for the tags
you wish to monitor with OPCHub.
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In the preceding image, the \\DELL4700\Citect.OPC.1
tab is selected, so clicking the Add Items (Browse Server)

OPCHub
File WMode Configure OPC Servers TTP Logs Options  Session  Help
C\ScadaTECVOPCHub Piojects\CentralS cada

WDELL4700NS erck, ScxvEOPCDA MAIN Jacalhost  MOELLA7O0MCitect OPC.1 1

Item Mame ‘ Cum

— T OPC Tag Browser
LastUpdateTimeStamp 20080 Analogs (12) | Discretes (241 ] St 1
ILpdateFiequencydlarm 1} oles 24 I e ) I

/| Entry_Accumulator_TempLength
| Entry_sccumulatoriLength
! Entry_Coill

| Entry_Coilength

/| Entry_CoilThickness

! Entry_Coilw'sight

| Entry_Coitwidth

| Entry_Power

/| Entry_Scrapw/sight

| Entry_Spesd

| Entry_SpeedT arget

/| Entry_WeldDistance

h

01292008 15:01:09 : Development Moded

[ Show Tags Already Being Used
¥ LUse Fiter Hint  Selectal |

iy _Desslectt |

v Case Sensitive Filter

Cancel

button initiated a browse of the Citect server. Note that
the tags obtained by the browser are organized by data
type to assist in the selection process; furthermore, the
OPC Tag Browser employs a filter which can also be used
to narrow down the list to aid in tag selection.

After the browsing is complete, OPCHub is ready to be
placed in Run mode to commence polling. Setting up
connections to TTP servers is equally easy.

OPCHub Run Mode Features

When OPCHub is placed into Run mode, a polling list
consisting of every tag from every server is scanned
repeatedly. The frequency of polling can be modified
by adjusting the Scan Rate settings available from the
Options menu:

Other Run mode settings can be reached from the
Options | Warning Limits menu item:

OPCHub
File Mode TTP Logs
C:AScadaTECAOPCHUBNP,
\DELLA700AS erck Se:

Session  Help

s Warning Limits 5t \\DELL4?DD\Eile:tDPE.1]

Item M ame ‘ Current Value | Local Time | Lazt Status |
E xample Projects Electicity, Gener... 1 171309 Good [Limit OK) ~
E xample Projects Electicity. Gener. 1 Good [Limit DK

olling Scan Rate

E xample Projects E|ECtliC!l_l,l.

F ample Projects Electiciy. G4 OPEHUE can be configured ta soan thiough it poling list at varing speeds

This feature iz implemented by inserting a delay time in between requests for
tag values. This is benificial because scanning the polling list as fast as
possible [with no delap between tags] could unecessarily commandeer the
majority of the available CPU time thus making other applications run slower,

E xample Projects. Electicity,
E xample Projects Electicity, G
E xample Projects. Electicity. G "
= = = = | Toconfigure OPCHub's scan rate, uge the scroll bar below to specify the
desired time for a full scan of every tag in the poling list. OPCHub will divide
thiz interval by the number of tags in the polling list; the result of this division
will be a time interval (in miliseconds) to pause between tags.

01292009 17:13:20 : Run Mo

Desired Scan Rater 20 Seconds
B B 4

20 Seconds / 319 Tags = B3 Milliseconds

Cancel

OPCHub Logging

OPCHub maintains multiple logs to track system activities.
These logs can be displayed by clicking the desired items
on the Logs pull down menu:

DPCHub
Fle Mode TTP Logs
C:AScadaTECMOPCHUBAP,  Scan Rate
i arning Limits

Session

SADELLA700MCitect OPC.A ] ‘ServerI\TTF [ERROR] ]

Itern Narns
B Warning Limits
Example Frojects.Ele
Exarmple Projects Ele
Example Projects Ele
Example Projects Ele
Example Frojects.Ele
Example Projects Ele

OPCHub's main window can give vizual indications to warn the operator when data points have not
been updated or read within a configurable period of time. This window allaws vou ta set the time
thresholds that are uzed to indicate these conditions. Click on the blue labels to modify these
thresholds

‘When data paints have not been updated within the expected amount of time, the time stamp in the
update time column tumhs red: if any update time entry tums red. the UpdateFrequencudlam it for
that server turns to TRUE. This bit can be maonitored by alarm reparting software, such as
ScadaPhone, to alert the spstem operator whenewver communication problems arise.

Example Projects Ele
Example Projects Ele
Example Projects.Ele
Example Projects Ele

Update Frequency Threshold: 00:05:00

01232009 17:5%00 | yher data paints have not been read by any client within the expected amount of time, the tag

name turng aray. This iz useful for eliminating unhecessary tags from OPCHub's polling list.

Read Frequency Threshold: 00:05:00

If & zerver becomes unresponsive, DPCHub will attempt reconnection to that server after a
configurable amaunt of time. |n smaller systems (.. systems with less than 1000 tags), the 1 minute
default threshaold should be sufficient: howewer, large systems [especially systems using Remate
OPC) map need to extend this time due to the amourt of time it takes to establish communications
with remote servers or gervers with more than 1000 tags. IF any server fails to provide any valid
responses within this configurable amaunt of time, OPCHub will attempt recannection with the server.

Uresponsive Server Threshold: 00:01:00

LCancel
OPCHub Console Security

While in Run mode, OPCHub prevents unauthorized
operators from modifying sensitive settings that could
adversely impact performance. When a sensitive
operation is attempted, a Supervisor Login window
appears. The Supervisor Login window offers the option

OPCHub

cadaTECWIPC

Activity Log
Performance Log
Response Log

| \\DELL4700NCitect DFC1 | wServer \TTF (ERROR) |

| Last Status
Good [Limit OK] Py
Good [Limit 0K)
Good [Limit OK]
Good [L\mit ak)

Item Hame Vaue | Looal Time
Exarnple Projects.F| MM 181716
Esample Projects £ Error Lag 181716
Example Projects Electicty. Gener.. T 181716
Example Prajects Electicity. Gener... 1 18:16:56
Example g - = =

OPCHub Run Log
Main Window
{Las 53| Top 33 s |
This lag lists the most recent 100 "runs" of this project [updated every 5 minutes]

2009/01/29 & 02:59:23: PROGRAM START
2003/01/29 @& 03:00.05: PROGRAM STOP
2009/01/29 @ 08:59:19: PROGRAM START
2009/01 /23 & 09:00:00 : ABNORMAL SHUTDOWN
2009/(01/29 i@ 09:02:49: PROGRAM START

0.60 Minutes Mersion 2.0.9.197)

011 2520 0.67 Minutes [Wersion 2.0.9.197)

OPCHub Performance Log,

Main Window  Wiew Archives

2009701728 17:39:40.35 PROGRAM STOP (PunTime = 7.75 Mimates) j
Z003s01/28 :49.44 PROGRAM START (Version = 2.0.9.1%%, CRC = CA3EODCSE)

2009501723 :00.33 CPUe= 3.6 WindowsMen(ME)= 3.2 Heap(Used/Size)= 0.6/2.5
Z003701/23 :03.35 OPCHub is now in RUN MODE

Z003701/23 100.43 CPUs= 1.9 WindowsMeniMB)= 23.6 Heap(Useds¥ize)= 0.8/Z.5
Z009/01/29 100,80 CPUs= 0.3 WindowsMemiMB)= 23.6 Heap(Used/Size)= 0.8/2.5
Z009/01/29 1:00.45 CPUs= 0.3 WindowsMem(MB)= 23.6 Heap(Used/Size)= 0.8/2.5
Z009/01/29 :00.49 CPUs= 0.¢ WindowsMem(MBi= 23.6 Heap(Used/Size)= 0.8/2.5
Z005/01/25 t00.50 CPUs= 0.4 WindowsMem(MB)= 23.8 Heap(Used/Size)= 0.8/2.5
Z005/01/25 t00.80 CPUs= 0.4 WindowsMem(MB)= Z3.8 Heap(Used/Size)= 0.8/2.5
2003701723 100,50 CPUs= 0.4 WindowsMemi(MEB)= Z3.8 HeapiUsed/8ize)= 0.8/Z.5
2003/01/23 :00.43 CPUs= 0.4 WindowsMemi(MB)= Z3.8 HeapiUsed/8ize)= 0.8/Z.5
2009/01/23 :00.50 CPUe= 0.4 WindowsMen(ME)= Z3.8 Heapi{Used/8izej= 0.8/Z.5
Z009s01/23 :00.50 CPUe= 0.5 WindowsMem({MB)= Z3.8 Heap(Used/8ize)= 0.8/2.5
Z009s01/23 :00.43 CPUMe= 0.7 WindowsMen(ME)= Z3.8 Heap(Used/8ize)= 0.8/2.5
Z003/01/23 100,52 System Actiwe : Mode=BunMode BunTime=12.20 Minutes

Z009/01/29 100.86 CPUs= 0.¢ WindowsMemiMB)= 23.8 Heap(Used/Size)= 0.8/2.5 J

Z009/01/29
Z009/01/29

:00.49 CPUs= 1.2
:00.49 CPUs= 0.5

WindowsMen (ME) = 23.8
WindowsMen (MB) = 239

Heap (Used/Size)= 0.8/Z.
Heap(Used/Size)= D_8/Z.5 j

n
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of merely allowing the attempted action or of starting
a timed session; during a session, passwords aren't
repetitively requested if numerous protected actions
need to be performed.

After the authorized user is finished making adjustments,
he can log out via the Supervisor Session window or
simply allow the session to expire.

OPCHub
Fle Mode TTP Logs Options Help

C:AScadaTECYO0PCHUB Projects\Cen r
AR T 2HRETVSOr Sessian Ll ver\ITF ERAOR|

TEiere | [ Status: Active, 0167 minutes remaining | Last Status J
Esample Projects. Electiciy Gener... 1 ol Ll GGood [Limit OK) A
Example Projects. Electriciy. Gener... 1 SHE | og dut | i Giood [Limit O] 7
Enample Pl | Good [Limit OK)

E sample P 3 5 i 18:57:49 Good [Limit OK)

E 2ample P S LIED E‘ 185749 Good [Limit OF)

Earple P ; : ; 185749 Good [Limit OF)

Frampe Py pupevemaccessequedond | 6550 Good i OK)

E arple P 185749 Good [Limit OK)

Esample P 185749 Good [Limit OK)

Esample P : 3429 1aEr4e Giood [Limit O]

Eranple P Supervisor Password b Hide |asgay 18574 (Goad [Lini: 0K) v

e F o

f Slart & session
01/23/2009)  Grant access [no session)

Session Length : 5 minutes

[ 1 Y

OPCHub Free Trial

OPCHub can be downloaded for free from our website
at http://www.ScadaTEC.com. An unauthorized trial
installation of OPCHub is fully functional for up to one
hour per run so that you can test OPCHub in conjunction
with your SCADA system and “try before you buy”. If you
have any questions please contact Sales@ScadaTEC.com.
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